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E XE C UT I V E  BR I E F : � 
FRAUD BECOMES AN� 
INDUSTRIAL CHAIN

L E A D E R S H I P  TA K E AWAYS

1.	 Fraud is social-first, not email-first. Social scams and impersonations now 
dominate the top of the funnel and drive downstream account takeover (ATO) 
and payments abuse. (Source: [APWG-2025Q4]) 

2.	 Credentials are a commodity; identity is now continuous. Infostealers and 
credential markets compress the time from compromise to account abuse. 
(Source: [MS-MDDR-2025]) 

3.	 Cash-out is the Key Performance Indicator (KPI); detection is not the outcome. 
The measure of control effectiveness is prevented loss (and reduced 
exposure), not alerts generated. (Source: [APWG-2025Q4])

CO N T R O L  T H E S I S

Financial institutions that are winning against this model don’t stack tools by 
channel; they design a chain-based control system: (1) reduce external exposure, 
(2) detect session and device risk in real time, (3) apply customer friction only 
on critical actions, and (4) automate disruption/takedown with service level 
agreements (SLAs) and playbooks.

H OW  L E A D E R S  A R E  P R OAC T I V E LY  
R E D E S I GN I N G  CO N T R O LS

•	 They measure time-to-disrupt (takedown) as an operational KPI,, not as  
an ad-hoc activity. 

•	 They shift the “center” of control to session + transaction, with  
dynamic step-up. 

•	 They harden account recovery and payee changes  
(high-materiality moments). 

•	 They formalize third-party governance to close indirect routes and  
un-inventoried access.
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H A R D  S I GN A LS  T H AT  S U P PO R T  
T H E  S H I F T

Scale: 3.8M phishing attacks in 2025; 853,244 in Q4 2025. 
(Source: [APWG-2025Q4])
Systemic Risk: Indirect routes (dependencies/third parties) 
amplify exposure and force chain-based control design. (Source: 
[V-DBIR-2025])
Investment: an 85% increase in fraud detection and prevention 
spending through 2030; from US$21B (2025) to US$39B (2030). 
(Source: [JNR-21to39])

I M P L I C AT I O N S  FO R  C I S OS  /  
H E A DS  O F  F R AU D

The priority shifts from “more friction” to better decisions: high-
precision passive signals and step-up only when risk warrants 
it. The design must simultaneously optimize prevented losses, 
approval rates, and operating costs.

92%
FR AUD PREVENTION 
�CONTRIBUTES TO 
�BUS I N E SS  GR OW T H

“My organization’s fraud 
�prevention efforts have �helped 
us grow the business.”

of decision-makers agree:
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M A R KE T  CO NT E X T  - � 
COSTS ARE RISING,  FRICTION  
�IS  UNACCEPTABLE

Key message: Fraud costs are rising while tolerance for friction is falling; the trade-off is 
resolved through real-time decisioning and adaptive friction.

Why it matters: poorly placed friction increases false positives, lowers approval rates, and 
pushes fraud into less-controlled paths (mobile/social).

The expansion of digital payments and real-time rails increases the attack surface and 
accelerates the “deception → ATO → cash-out” cycle. At the same time, tolerance for 
friction is falling: customers expect smooth experiences, and institutions must defend 
without degrading conversion or increasing false positives.

In this environment, the market is shifting toward passive verification (signals, behavior, 
machine learning) to preserve the user experience, reserving friction for critical moments 
(high materiality or high-fraud probability). The practical consequence is an architectural 
shift: controls designed to make real-time decisions on sessions and transactions, not just to 
block campaigns.

Design Risk: If the architecture depends on a single checkpoint (login or the email 
channel), attackers bypass it by shifting to SMS/QR/social; containment must exist post-
click/post-scan.

Fraud economics (cost multiplier): Alloy estimates that, for lending institutions, every $1 
lost to fraud equals $5.16 in total cost (direct loss + investigation/operations + recovery/
fees + disputes/chargebacks + friction/abandonment + churn/reputation). (Source: 
[ALLOY-2026]) 

Market pressure (investment): Juniper projects an 85% increase in fraud detection and 
prevention spending through 2030; from US$21B (2025) to US$39B (2030). (Source: 
[JNR-21to39])
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T H R E AT  L A N DS CA P E  2 0 2 6 : � 
THE FRAUD � 
INDUSTRIALIZATION � 
STACK

S O C I A L- F I RST  F RAUD :  �SCAMS & IMPERSONATION 
DOMINATE THE FUNNEL

I D E NT IT Y  CO L L A PS E :CREDENTIALS AND 
INFOSTEALERS AS A COMMODITY MARKET

This report organizes the 2026 threat landscape into a simple, 
citable framework: The Fraud Industrialization Stack. This dynamic 
repeats across campaigns and industries: external exposure fuels 
identity capture, which enables account/session control, and 
ends in cash-out.

Why it matters: Point solutions typically cover one layer,  
while attackers move across layers. Defense needs end- 
to-end correlation.

H OW  TO  US E  T H E  STAC K :

•	 Identify which layer is the primary source of risk (exposure/
capture/control/cash-out).

•	 Ensure each playbook is “cut” into at least two layers (not just 
at login or in a single channel).

•	 Measure outcomes by layer: reduced exposure, prevented 
ATO, prevented cash-out.

Microsoft describes a credential economy where infostealers and 
criminal marketplaces accelerate the path from “compromise” to 
“account abuse,” enabling access brokers and campaign scaling. 
(Source: [MS-MDDR-2025]).

Implication: Compromised credentials are not a one-time event; 
they require continuous control (session/device/behavior) and 
adaptive authentication.

Key message: On social, fraud isn’t marginal; it dominates the 
funnel and disproportionately targets Finance.

Why it matters: If you don’t reduce external exposure  
(takedown + disruption), you increase credential capture and 
downstream ATO.

In 2025, Anti-Phishing Working Group (APWG) shows that the 
social surface operates as a dominant fraud “front end.” scams 
and impersonation account for 86% of confirmed threats on 
social. In the industry breakdown, Finance is the most affected 
sector (35.5%), ahead of Retail (17.7%) and Federal (15.7%). 
(Source: [APWG-2025Q4])

Interpretation: Finance concentrates the highest volume of 
confirmed threats on social (35.5%). This implies the “entry 
point” for fraud often occurs outside the bank’s perimeter, driving 
brand abuse, credential capture, and downstream ATO. (Source: 
[APWG-2025Q4])

Implication: Fraud originates outside the bank’s control domain; 
therefore, the defense must include External Threat Management 
(detection, validation, and disruption), in addition to identity 
controls and transactional risk.

THREATS ON SOCIAL  MEDIA BY 
INDUSTRY SEC TOR,  2025

Finance, 35.5%

Retail, 17.7%

Federal, 15.7%

Technology, 8.9%

Hospitality, 6.1%

Manufacturing, 4.5%

Transportation, 3.7%

Other, 7.9%

Source: APWG Phishing Activity Trends Report, Q4 2025.

https://www.360fraud.ai/products/360-adaptive-authentication
https://www.360fraud.ai/solutions/external-threat-management
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MO BI L E  H A N D O F F  -  SMISHING AND QR  
BYPASS LEGACY CONTROLS

F RAUD -TO - F UN DS  -  CASH-OUT IS THE KPI  
(BEC AS A CASE STUDY)

APWG highlights sustained growth in SMS fraud (smishing) and the 
persistence of QR phishing as a mechanism that evades traditional 
controls and shifts risk into the mobile context. (Source: [APWG-
2025Q4])

Implication: Control shifts to post-click/post-scan, risk decisioning 
and step-up at the point of transaction or critical changes.

APWG reports that in Q4 2025, wire-transfer business email 
compromise (BEC) increased +136% QoQ and the average requested 
amount rose to US $50,297 (+4.5%). (Source: [APWG-2025Q4])

Operationally, this forces tighter controls at high-materiality moments: 
payee changes, new destination accounts, atypical transfers, and 
abrupt shifts in session behavior.

Interpretation: Cash-out is not uniform; attackers optimize for friction, 
reversibility, and speed. Effective control is measured in prevented 
losses and friction applied on critical actions. (Source: [APWG-
2025Q4])
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GLO BA L  L E NS  -  WHAT OUR 
GUARDIAN �FUSION CENTER 
(GFC) �SIGNALS SHOW

MIXE D  GLOBAL ATTACKS 2025

•	 Phishing: 73.2%
•	 Unauthorized Use of Trademark: 24.1%
•	 Info Disclosure: 2.3%
•	 Others: 0.5% 

CO N C E NT RAT I O N  O F  TARGETING �AND  
ATTACK SURFACES 

•	 Most-targeted sectors: Finance is the most affected sector (35.5%), ahead 
of Retail (17.7%) and Federal (15.7%). (Source: [APWG-2025Q4]) 

•	 QR / “quishing” as a conversion accelerator: in Q4 2025, Mimecast 
detected 655,673 unique malicious QR codes (–9% vs Q3: 716,306) and QR-
based attacks concentrated on brands such as Walmart (61%), AstraZeneca 
(23%), and Microsoft (4%). (Source: [APWG-2025Q4]) 

•	 APWG add-on (global): in Q4 2025, cash-out methods in BEC were 
distributed as follows: Gift Card 59%, Wire Transfer 17%, Interac 9%, Payroll 
Diversion 8%, Cryptocurrency 4%, Other 3%. (Source: [APWG-2025Q4])

MIT I GAT I O N  IN GOOGLE (GFC 2025) 

Results:
•	 77% of the reported URLs were blocked.
•	 98% of the blocked URLs were taken down within the first 6 hours.
•	 URLs blocked within the first 6 hours accounted for 76% of the total reported.

Operational note: Google does not commit to 100% blocking or an SLA; 
this requires a multi-layer strategy (takedown + disruption + session/payment 
controls). (Source: [GFC-2025])

BEC CASH-OUT 
�METHODS,  
Q4 2025
Source: APWG Phishing Activi-
ty Trends Report, Q4 2025.

59% - Gift Card

17% - Wire Transfer

9% - Interac

8% - Payroll Diversion

4% - Cryptocurrency

3% - Other
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R E GI O N A L  CHAPTERS

UNITED STATES:  FO C US  O N  E F F I C I E NT  CAS H - O UT 
�A N D  MI N I M A L  F R I CT I O N

Playbook Priorities:
Credential capture/ATO → takeover → transactional fraud/cash-out 

Control priorities (without increasing friction):
•	 Session signals + behavior + adaptive step-up (high-risk only)
•	 Payment/cash-out controls (dynamic limits, velocity, contextual validation)
•	 Orchestration to reduce MTTD/MTTR
•	 APWG add-on (global): in Q4 2025, cash-out methods in BEC were 

distributed as follows: Gift Card 59%, Wire Transfer 17%, Interac 9%, Payroll 
Diversion 8%, Cryptocurrency 4%, Other 3%. (Source: [APWG-2025Q4]) 

LATAM - P H IS H I N G  +  BRA N D  A BUS E ,  W IT H  Yo Y 
GR OWT H  BY  CO UNT RY  (GFC  2 0 25 )

GFC signal 2025 (framing): LATAM combines accelerated growth in multiple 
countries with a mix where brand abuse (24.1%) acts as a playbook accelerator 
(impersonation → credential/data capture → cash-out).

Control priorities:
•	 Early disruption (brand monitoring + takedown)
•	 Correlation with session/transaction signals to minimize friction
•	 Adaptive, risk-based step-up authentication rather than indiscriminate MFA.
•	 APWG add-on (global): in Q4 2025, Mimecast detected 655,673 unique 

malicious QR codes (–9% vs Q3: 716,306). (Source: [APWG-2025Q4]) 

R A N K I N G CO U N T RY I N C R E AS E  ( % )

1 Venezuela 228%

2 Guatemala 206%

3 Nicaragua 182%

4 Bolivia 170%

5 Costa Rica 89%

6 Dominica 67%

7 Dominican Republic 63%

8 Brazil 53%

9 Chile 40%

10 El Salvador 28%

Year-over-year (YoY) growth by country (2025 vs 
2024) - Top 10 (AppGate GFC):
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APAC:E X T E R N A L  S I GN A L  BY  CO UNT RY  ( S I N GA P O R E )  
+  H I GH - S E V E R IT Y  P L AYBO O KS

Playbook priority (high level): Impersonation (social/web) → phishing/scam 
execution → data/credential capture → transactional fraud/cash-out.

External signal: Losses decreased vs. the prior period, but the most 
expensive scam categories skew toward more complex, higher-ticket 
playbooks, signaling attacker maturation and improved conversion efficiency 
even as overall losses decline.(Source: Singapore Police Force, Mid-Year 
Scam and Cybercrime Brief 2025)

GFC alignment 2025: 
•	 Phishing remains the dominant incident type.
•	 Unauthorized use of a trademark is the fastest-growing tactic YoY (+53%), 

reinforcing impersonation as a playbook accelerator.

Control priorities:
•	 Early disruption + speed: Disrupt campaigns in the first hours of exposure 

(campaign-level, not URL-only).
•	 Anti-impersonation: Detect and takedown fake profiles, cloned sites, 

lookalike domains, and malicious ads.
•	 Just-in-time controls before high-risk transfers: Adaptive step-up + 

contextual validation only when risk warrants it (optimize for  
minimal friction).
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R O L E - BAS E D  I M P L I C AT I O N S 

O P E R AT I O N A L ,  R E P U TAT I O N A L ,  A N D  F I N A N C I A L  E X POS U R E

Cross-channel fraud (social → identity → payments) increases operating cost (investigation, 
support), reputational damage (brand abuse and loss of trust), and direct losses via cash-out. 
APWG shows both the concentration of Finance threats on social and the role of cash-out in 
BEC, reinforcing the need for outcome-centered controls. Source: [APWG-2025Q4].

CRO / RISK LEADERSHIP 

•	 Prioritize cash-out prevented and third-
party governance; define risk appetite  
by journey.

•	 Demand metrics that connect controls to 
prevented losses and friction.

HEAD OF FRAUD / FRAUD OPS 

•	 Instrument step-up on critical actions 
(payee, transfer, device change) and 
reduce false positives.

•	 Standardize playbooks and outcomes, not 
just alerts.

CISO / SECURITY LEADERSHIP 

•	 Treat identity as a continuous control; 
reduce indirect access paths (third parties, 
SaaS, recovery).

•	 Integrate device/session signals into 
operational response.

DIGITAL / CX LEADERSHIP 

•	 Design adaptive friction to protect 
conversion; measure impact on approval 
rate and abandonment.

I MP L I CAT I O NS  FO R � 
F I N A N C I A L  I NST IT UT I O NS � 
OPERATIONAL,  REPUTATIONAL, 
�AND FINANCIAL EXPOSURE
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CO N C LUS I O N  � 
GENERAL RECOMMENDATIONS (WITHOUT 

DEGRADING CX)

ME T H O D O LO GY:  � 
DEFINITIONS,  SCOPE,  AND LIMITATIONS

•	 Measure fraud as total cost (Alloy $1 → $5.16), not just direct loss. (Source: [ALLOY-2026])
•	 Prioritize early disruption: phishing dominates (GFC 2025) and APWG confirms concentration in 

Financial/Payment plus surfaces like QR. ((Sources: [GFC-2025]); [APWG-2025Q4])
•	 Elevate brand abuse to an anti-fraud priority (not a “marketing issue”): 24.1% in GFC 2025. (Source: 

[GFC-2025])
•	 APWG add-on (global): in Q4 2025, cash-out methods in BEC were distributed as follows: Gift Card 

59%, Wire Transfer 17%, Interac 9%, Payroll Diversion 8%, Cryptocurrency 4%, Other 3%. (Source: 
[APWG-2025Q4])

•	 Design risk-based controls to sustain conversion while reducing cash-out.

•	 Phishing: Impersonation to steal 
credentials/data.

•	 Scams: Deception aimed at a user transfer/
payment/action.

•	 Impersonation: Spoofing of a brand/
entity/person.

•	 ATO: Account takeover.
•	 BEC: Business email compromise.
•	 Takedown/Disruption: Removal/blocking 

of malicious assets.

•	 External metrics describe aggregate trends; they are not equivalent to internal operational telemetry.
•	 This report separates: External context (APWG/DBIR/Microsoft/McKinsey/Juniper) vs operational 

evidence (GFC).

D E F I N I T I O N S 

L I M I TAT I O N S
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360 Fraud Protection by AppGate provides end-to-
end fraud protection in a unified platform. The solution 

includes 360 Brand Guardian, 360 Risk Control, and 
360 Adaptive Authentication. Together they provide 

comprehensive threat management, brand protection 
and fraud prevention, safeguarding financial institutions 
and enterprises worldwide. Learn more at 360fraud.ai.

https://www.360fraud.ai/

