360 BRAND GUARDIAN DATASHEET

360 fraud
protection

by AppGate

MOBILE THREAT DETECTION

Mobile apps continue to grow in popularity, making it difficult to identify and eliminate
malicious activity on these devices.

With the Mobile Threat Detection SDK solution, any external threats to an app can be
blocked. In the event of a threat detection, the Mobile Risk Controller feature seamlessly
restricts access and functionality on the app.

Improves the Customer Experience by Slashing

Unnecessary Interruptions

Reduces redundant authentication challenges, transaction verification
and other disruptions that negatively impact the customer experience,
delivering a proactive remediation solution for compromised accounts.
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Reduces the Operational Impact of Fraud Investigations

Optimize anti-fraud efforts by calibrating risk tolerance online with
uninterrupted live updates across channels, resulting in reduction in
false positives and alert volume. The innovative and unique mobile Risk
Controller feature, seamlessly restricts access and functionality based
on factors such as whether a phone is jailbroken, rooted, infected,
connected to insecure public Wi-Fi networks and more.

Man-in-the-Middle

Attacker relays or alters communications between 2 parties.
AppGate SDK pings the servers to valid certificate, if not correct, then
ends communication.
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Q2 integration
Our SDKis available through the Q2 Marketplace and Accelerator
program, and will be fully integrated with your Q2 mobile app.

About AppGate

360 Fraud Protection by AppGate provides end-to-end fraud protection in a unified
platform. The solution includes 360 Brand Guardian, 360 Risk Control, and 360 Adaptive

MOBILE THREAT DETECTION

Protects the banking app from malware while
itis running

Full visibility

Simple deployment, update and management

Risk Controller feature restricts access and
functionality based on risk factor

CONFIGURABLE RISK FACTORS
Jailbreak/Rooting

Insecure Wi-Fi network connection (only
for Android)

Device placed face down

Running application on a simulator

Connected to another device in
debug mode

Modified host file in a pharming attack

Running a repackaged App
(only for Android)
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Authentication. Together they provide comprehensive threat management, brand
protection and fraud prevention, safeguarding financial institutions and enterprises
worldwide. Learn more at 360fraud.ai.
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